
Introduction

The term smart grid is nebulous, in large part because standards are still being defined. While the 
term means different things to different stakeholders—all agree that the smart grid will bring 
major changes to the way that electricity is generated, transmitted, distributed and consumed.

For any smart grid implementation, communication among various automation components 
is critical. Power measurement devices must talk to real-time control components across the 
entire power generation, transmission and distribution spectrum. All automation components 
must connect to higher level supervisory control and data acquisition (SCADA) systems, and 
these SCADA systems must link to one another.

All of these connections and linkages require open communication systems, often based on 
Ethernet and the Internet, especially for new installations and upgrades to existing systems. 
Open systems are required because they reduce communication system costs as summarized in 
Table 1 and as detailed below.
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Table 1 Why Use Open Communication Systems?

1.	 Hardware and software are relatively inexpensive
2.	 Installation relies on familiar tools and techniques 
3.	 Existing communications infrastructure can often be used
4.	 Open protocols cut integration costs
5.	 Qualified personnel are widely available

Table 2 Why Are Open Systems Vulnerable to Attack?

1.	 Large number of interconnections create multiple vulnerabilities
2.	 Armies of professional hackers are familiar with open system protocols
3.	 Browser-based Internet servers and clients create entry points
4.	 Windows-based systems invite attack
5.	 Vulnerable TCP/IP software stacks are used across multiple platforms 
6.	 Older closed protocols lack security when ported to open protocols like TCP/IP

First, open systems cut purchase costs because communications hardware and software based 
on Ethernet and the Internet are much less expensive than their proprietary alternatives. 
Second, installation is eased because of a widespread familiarity with these types of systems 
among contractors. Third, existing communications infrastructure can be used in many cases, 
dramatically reducing installation and other related costs.

Fourth, integration expenses for connecting different smart grid components are reduced 
because Ethernet is used as a common communications hardware protocol. Fifth and last, on-
going maintenance and operation costs are reduced because many in the industry are familiar 
with Ethernet and the Internet.

Open communication systems are a necessity because they keep costs down, but as the name 
implies these systems are much more vulnerable to cyber attack than their proprietary and 
more closed alternatives (Table 2). Proprietary systems not only have fewer connections to 
other systems, they are also less familiar to professional hackers, creating a possible “security 
through obscurity” defense. On the other hand—communication systems based on Ethernet, 
TCP/IP protocols, the Internet and widely used operating systems such as Windows invite 
attack from literally millions of hackers worldwide.
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Smart grid open communication systems 
are here to stay—as are cyber threats to 
these systems and their underlying power 
generation, transmission and distribution 
assets. Cyber threats are thwarted with 
cyber security, and this paper will focus on 
substation cyber security as these facilities 
are the heart of power transmission and 
distribution control and communication 
systems. Ethernet switches, firewalls and 
gateway controllers are the cyber security 
gatekeepers to substations. 

In addition to repelling cyber attacks, 
utilities must meet regulatory requirements. 
Most cyber security regulations are just 
reaching the point of implementation in 
the utility industry, so many utilities are 
struggling with basic understanding and 
proper paths to compliance. Some utilities 
are forging ahead with cyber security plans, 
while others are taking a wait-and-see 
approach. Watching and waiting may  
sound prudent, but can open a utility to 
violations and fines, not to mention actual 
cyber attacks. 

Fortunately, many consultants and  
suppliers serving the utility industry are 
helping to fill the knowledge void with a 
variety of hardware and software  
tools that comply with existing and 
anticipated standards, while at the same 
time effectively protecting against cyber 
attacks. A view of the current state of the 
power grid is a necessary first step towards 
understanding the best path forward 
towards cyber security.

Grid Overview

Much of the existing North American power 
grid operates in a centralized manner, with 
power flowing from generation facilities to the 
grid for transmission and distribution (T&D) to 
the end user (see Figure 1). Substations are the 
brains of T&D systems, and connections  
among substations and generation facilities 
are often limited in terms of bandwidth and 
real-time performance. 

These limited connections make it hard for 
utilities to balance generation and demand 
in real-time, especially with the advent of 
renewable and distributed energy generation. 
Some renewables—typically solar and wind 
power—are hard to accommodate because of 

Figure 1: Much of the existing North American power grid operates in a centralized manner, with power flowing 
from generation facilities to the grid for transmission and distribution to end users.

their inherent intermittent, unpredictable and 
widely varying energy output.

Distributed energy resources are typically 
small scale power generation facilities, often 
renewables but in other cases conventional 
sources like gas turbines and diesel generators. 
These resources are often not under the direct 
control of the utility, and their power output 
varies widely with little or no relation to 
overall demand.

Much of the current power grid is controlled 
by legacy automation systems that often 
don’t use open communications technologies, 
providing a limited degree of protection from 
cyber attacks. But even these closed and 
proprietary legacy automation systems are 

usually linked to SCADA systems that rely on 
open communication systems, making the 
entire system vulnerable to attack.

An intelligent smart grid relies on real-
time, high-bandwidth, two-way open 
communications to control and monitor 
power flows. These communications make the 
smart grid viable, but also open it to cyber 
attack. Smart grid technologies will introduce 
millions of new intelligent components to 
the electric grid that communicate in much 
more advanced ways than in the past, namely 
two-way via open protocols. Because of these 
open communications among large number of 
devices, cyber security becomes critical.
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SCADA Systems and Cyber Attacks

As an example of how a cyber attack can affect industrial automation systems controlling power generation, transmission and distribution systems, consider the 
Stuxnet worm discovered in July, 2010. Unlike previous cyber viruses and worm attacks, Stuxnet wasn’t intended for business software; instead it was specifically 
designed to attack Siemens WinCC, S7 and PCS7 control and SCADA products. 

It was capable of downloading proprietary process information, making extensive changes to logic in controllers, and covering its tracks by hiding program changes 
from legitimate programming software. Since many power facilities worldwide use Siemens’ automation systems, the threat from this malware is obvious.

Stuxnet typically enters a plant via an infected USB key, and once inside, spreads via at least four other methods to infect other computers. Simply viewing the files on 
an infected USB key would infect the computer in question and start the infection sequence throughout a facility. 

Stuxnet was possible because of several previously unknown Windows vulnerabilities as well as issues in the Siemens use of systems passwords. It was capable 
of infecting all versions of Windows from early Windows NT systems to the latest Windows 7 version. For nearly two weeks after it was discovered there were no 
patches available from Microsoft, only workarounds. 

To this day, there are still no patches for some older Windows systems. Before discovery, the malware was active for at least one month and probably six months. It 
infected at least 100,000 computers, and possibly many times more systems.

It was initially believed that the objective of the malware was industrial espionage and the theft of intellectual property from SCADA and process control systems. 
More recent analysis indicates that it was designed to take over control of the processes it infected and sabotage these systems. Exactly why the attackers would 
wish to do this is still unknown, but it is likely for political/military reasons. 

This malware was particularly serious for two reasons. First, it took advantage of vulnerabilities that were unknown and un-patchable in the Windows operating 
system. Second it was one of the first worms to specifically target an industrial automation system, as opposed to the more common tactic of attacking office-based 
computing systems. This indicates that attackers are now aware and capable of exploiting vulnerabilities in industrial automation systems. 

Future attacks on the industrial automation systems that control power facilities worldwide can be expected, and users should take the steps outlined in this white 
paper to protect against these intrusions. In particular, it is possible that portions of the Stuxnet software may be reused for large-scale extortion against power 
companies by criminal enterprises.

The main regulations relevant to the smart 
grid are promulgated by the North American 
Electric Reliability Corporation (NERC). 
The purpose of these regulations can be 
summarized as follows: to develop and enforce 
reliability standards; to assess reliability 
annually via 10-year and seasonal forecasts; 
to monitor the bulk power system; and to 
educate, train, and certify industry personnel. 

More specific to security, NERC critical 
infrastructure protection (CIP) standards 
cover sabotage reporting; critical cyber asset 
identification; and security management 
controls, personnel and training. Also 
addressed are electronic security perimeters, 
the physical security of critical cyber assets, 
systems security management, incident 
reporting and response planning, and recovery 
plans for critical cyber assets.

Security management controls, Personnel 
and training, Electronic security perimeters, 
Physical security of critical cyber assets, 
Systems security management, Incident 
reporting and response planning, and Recovery 
plans for critical cyber assets.

Cyber Security Status

In 2009, a control system cyber security 
expert advised the U.S. Senate Committee on 
Commerce, Science, and Transportation that 
“current industrial control system (ICS) cyber 
security is where mainstream IT security was 
fifteen years ago—it is in the formative stage 
and needs support to leapfrog the previous IT 
learning curve.”

A recent Federal Energy Regulatory 
Commission (FERC) survey found that one-
third of utilities say they cannot identify any 
“cyber-related” assets that would be classified 
as critical to grid security—but many in 
Congress didn’t agree and called for industry 
wide measures to ensure continued security of 
the nation’s electric infrastructure. 

As a result of continuing pressure from the 
U.S. Congress, FERC shifted its enforcement 
emphasis in 2010 to four priorities: fraud and 
market manipulation, serious violations of the 
reliability standards, anticompetitive conduct, 
and conduct that threatens the transparency 
of regulated markets. In the area of reliability, 
FERC revised the mandatory standards for 
interchange scheduling and coordination, and 

it also reviewed the plan for implementation 
of CIP reliability standards.

Because of its complexity and in-process 
status, moving towards the smart grid means 
spending much time becoming familiar with 
NERC CIP standards 001-009 (reference 1) and 
its interpretations. The NERC-CIP standards 
affect virtually everything utilities do with 
computers and control systems related to 
grid operation, data collection and data 
dissemination throughout the enterprise. 

The NERC CIP standards have the force of law 
as authorized by FERC. They are extensive and 
are backed by audits, enforced with fines of up 
to $1 million per day (reference 2) for utilities 
found out of compliance.

The overriding goal of CIP-002 through 
CIP-009 is to ensure the bulk electric system 
is protected from unwanted and destructive 
effects caused by cyber terrorism and other 
cyber attacks, including insider threats from 
within the utility. The goal is to ensure that the 
main electric grid in North America will not 
fail due to cyber-related vulnerabilities. CIP-
001 generally isn’t tied to cyber security.
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Under the Energy Independence and 
Security Act (EISA) of 2007, the Commerce 
Department’s National Institute of Standards 
and Technology (NIST) was directed to 
“coordinate the development of a framework 
that includes protocols and model standards 
for information management to achieve 
interoperability of smart grid devices and 
systems.” EISA also established “modernization 
of the nation’s electricity transmission and 
distribution system” as a U.S. policy goal,  
and it emphasized the importance of 
maintaining the reliability and security of the 
electricity infrastructure.

NIST now identifies more than 120 interfaces 
that will link diverse devices, systems and 
organizations engaged in two-way flows of 
electricity and information—and classifies 
these connections according to the level of 
damage that could result from a security 
breach (reference 3). IEEE smart grid related 
standards, including those called out in the 
NIST Smart Grid Interoperability Standards 
Framework, can be found at their web  
site (reference 4).

To comply with regulations and ensure cyber 
security, the Electric Power Research Institute 
(EPRI) has published a number of guidelines. 
Two of note for smart grid cyber security are 
IntelliGrid - Program 161 and Substations - 
Program 37 (references 5 and 6). 

The IntelliGridSM program develops and 
evaluates technologies and methodologies 
for implementing a smart power grid 
infrastructure. The Substation program helps 
substation owners enhance safety, reliability, 
equipment life and performance. 

Smart grid security is only as strong as its 
weakest link, and no utility wants to be the 
weak link in the overall bulk electric system. 
According to a Pike Research report (reference 
7), global utility spending on smart grid cyber 
security will reach $21 billion by 2015. The 
report estimates that $200 billion will be 
invested overall in the smart grid by 2015.

With many suppliers involved in the smart grid, 
there’s a lack of interoperable cyber security 
standards. Pike Research report says that to 
strengthen security, utilities and others will 
need end-to-end security technologies that 
can work across different geographic areas. 
Over the next five years, security spending will 
probably be heaviest on equipment protection 
and management. But money will also need 
to be invested in better securing distribution 
automation and smart meters.

So, where and how does cyber security fit into 
the smart grid? Primarily at the substation 
level, where there are a host of automation 
components and Intelligent Electronic Devices 
(IEDs), generally connected to each other 
via Ethernet. These automation components 
include but aren’t limited to operator 
interface terminals, data storage components, 
controllers and Input/Output devices. 

Common types of IEDs include protective 
relaying devices, load tap changer controllers, 
circuit breaker controllers, capacitor bank 
switches, recloser controllers and voltage 
regulators. In many cases, these automation 
components and IEDs have a compatible 
application layer which allows Ethernet  
to connect the devices together for  
effective communication.

The IEEE 1686-2007 standard, Security for 
Intelligent Electronic Devices, establishes 
requirements for IED security in accordance 
with NERC CIP. This standard defines the 
functions and features to be provided in 
substation IEDs to accommodate critical 
infrastructure protection programs. IEEE 
1686-2007 also provides a Table of Compliance 
which must be used by vendors to indicate a 
level of compliance with the requirements.

Ethernet hardware at substations consists of 
repeaters, hubs, bridges, switches and other 
related components. These components are 
used in substations to increase interoperability 
among automation components and 
IEDs. While some utilities are far along in 

implementing effective cyber security plans, 
others are looking for direction.

Steps to Cyber Security

Cyber security must address deliberate attacks 
such as internal breaches, industrial espionage 
and terrorist strikes—as well as inadvertent 
compromises of the information infrastructure 
due to user errors, equipment failures and 
natural disasters. 

As outlined in Table 3, there are six steps 
to protect utility T&D systems from cyber 
threats. The first is understanding regulatory 
requirements. Industry seminars can help, as 
can good consultants and the right suppliers. 
Discussions with peers at industry events are 
also a good way to glean information about 
the most relevant aspects of regulation.

Much of the same information gathering 
path can be taken towards the second step: 
understanding the nature of cyber threats. As 
outlined in the sidebar, SCADA Systems and 
Cyber Attacks, threats are now expanding from 
attacks on general purpose computer systems 
to attacks on hardware and software platforms 
commonly used to perform real-time control 
and monitoring of power systems.

The third step is to identify areas of non-
compliance and vulnerabilities. This is most 
often accomplished by a system audit, 
typically by engaging a technical services firm 
specializing in this area of SCADA security. 

Substations are the heart of power transmission and distribution control and communication systems.
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The fourth step is to create and enforce 
company-wide security procedures. A large 
percentage of security breaches are caused 
by simple mistakes such as poor password 
selection or use of unauthorized storage 
media. Eliminating these types of elementary 
errors will go a long way towards improving 
cyber security. 

The fifth step is to install hardware and 
software that will protect against cyber 
attacks. For existing systems, retrofits and 
replacement of components on a selective 
basis is the common path. For new substations 
and other facilities, systems can be designed 
from the ground up with cyber security  
in mind.

Managed Switches Improve Performance & Security

All Ethernet switches perform two simple functions: store & forward switching and auto-negotiation. The first function is what separates switches from hubs, and 
the second function makes baud rate mismatches and crossover cables less likely. Managed switches, however, provide additional functions critical to the robust 
deployment of Ethernet in applications like substation automation. Managed switches provide network administration functions including but not limited to filtering 
data flow, traffic prioritization, network diagnostics and access security.

Data filtering is usually based on the traffic type, broadcast or multi-cast, for example. Traffic prioritization is required when the network is simultaneously used for 
varied applications such as voice, video and automation data. Voice data requires a high priority or the conversation may be intermittent. Automation data can be 
prioritized on a port basis to ensure the highest level of repeatability and real-time response.

Alternately, separation of different traffic types can be accomplished by the segmentation of automation networks away from competing large bandwidth traffic like 
voice and video. Because of the enormous bandwidth available with modern Ethernet networks, this approach is most common.

Network diagnostics and access security are two features required in the design of a modern substation automation network. Diagnostics can be used to trigger 
an alarm based on bandwidth utilization, loss of communication or intermittent lost packets. Monitoring of lost packets is a very effective tool for preventative 
maintenance because an alarm can be activated before a catastrophic loss of communication. 

Communication losses are often due to cable degradation, frequently caused by rodent or water damage to buried cables. Lost packet monitoring can serve as an 
early warning, allowing maintenance to be performed on a scheduled rather than a reactive basis.

Access security can be accomplished in a number of ways using modern managed switch technology. A managed switch can be configured to turn off all unused 
ports, and activate an alarm when any device is plugged into an unused port. For security control of active ports, an access control list can be created and stored in 
the switch, controlling access based on either a MAC or an IP address. If access is attempted via an active port by a device not on the access control list, an alarm 
can be activated.

Managed switches can also be used to provide network redundancy—critical for high availability Ethernet applications like substation automation. Network 
redundancy provides alternate communications paths should a segment of the physical media be interrupted, either by failure or for maintenance purposes. Existing 
IEEE standard redundancy schemes such as Spanning Tree Protocol and Rapid Spanning Tree Protocol have limitations, so newer managed switches comply with IEC 
standard 62439-2, labelled Media Redundancy Protocol (MRP).

Table 3 Steps to Cyber Security

1.	 Understand existing regulatory requirements
2.	 Understand the nature of cyber threats
3.	 Identify non-compliance areas and vulnerabilities
4.	 Create and enforce company-wide security procedures 
5.	 Install hardware and software to ensure compliance and protect vulnerabilities
6.	 Continuously monitor as technology and regulations evolve

As explained in the sidebar, Managed Switches 
Improve Performance & Security, the right 
Ethernet components will have built-in 
security features such as access control—a 
key component of cyber security. But many 
substations and other power system facilities 
have existing Ethernet-based networks that 
don’t contain the latest security features. 

The choice for these systems is to either 
upgrade the existing Ethernet infrastructure, 
or to install security appliances that 
provide cyber protection without the need 
for wholesale replacement of Ethernet 
components, IEDs and other Ethernet-enabled 
substation hardware.

Security appliances are installed between 
Ethernet components and connections outside 
the facility. The appliances examine all network 
traffic and prevent unauthorized access, and 
can also provide other functions such as 
monitoring network performance. For further 
details, see the Security Appliances sidebar 
(next page).

Managed switches and security appliances 
that restrict and control access can be part of 
a well designed firewall. In general, firewalls 
restrict and control digital network traffic. 
These devices can prevent those outside the 
firewall from connecting to those inside. 

Firewalls not only stop unauthorized 
communications, but also allow legitimate 
network traffic to pass, discerning between 
the two based on user-defined rules and 
configuration. Firewall rules that drop data 
packets can create an alarm or log file that 
notifies the user and/or administrator of a 
problem. As with any security tool, the use 
of a firewall requires an understanding of 
the network design, as unintentionally or 
inaccurately changing a firewall rule which 
impedes important network traffic can create 
a security breach.



6

Security Appliances

Ethernet and other networks that support the smart grid need integrated security to protect utilities, commercial businesses, consumers and energy service providers. 
However, that can require replacing or retrofitting automation and communication components throughout the grid.

Replacing or retrofitting existing components to provide cyber security can be very costly and time consuming. Additional training is often needed for operations and 
maintenance personnel to lend familiarity with new cyber security features and requirements.

Particularly in substations, a better solution in many cases can be security appliances that are installed between existing communication channels and outside 
facilities. One security appliance can protect a number of communication-enabled components including PCs, industrial controllers and Ethernet communications 
hardware. 

Installing a few security appliances instead of replacing or upgrading a large number of substation’s communication-enabled devices can save time and money. It 
can also greatly simplify operations and maintenance because personnel only need to become familiar with a few security appliances as opposed to a host of new or 
modified components.

One available security appliance provides zones of security for components with common safety requirements. It combines modern switch technology with cyber 
security software to provide reliable security and firewall protection that can secure the network from intrusion. The security appliance offers significant time and 
cost savings because it can be installed in a live network with no special training, no pre-configuration and no changes to the network. It also offers a mix of fiber and 
copper connectivity options.

Another important security technology is the 
Virtual Private Network (VPN). VPNs create 
secure encrypted connections, known as 
tunnels, between a client device and a server 
device over an insecure network such as  
the Internet. 

For example, a VPN client might be a remote 
maintenance laptop and the VPN server might 
be a security appliance installed on a critical 
control network. Typically the client is the 
one that initiates the connection, and the 
server accepts and authenticates incoming 
connection requests from one or more clients. 

Once a VPN connection is established between 
a client and a server, the networks upstream 
of the client and the server are connected 
together such that network traffic may pass 
between them. In the case of the laptop client 
in the aforementioned example, the laptop 
would appear as if it was actually plugged 
into the network upstream of the VPN server. 
As such, it would receive a new virtual IP 
address suitable for local network and could 
access other devices just as if it was directly 
connected to the network. 

When using VPNs, it’s critical to remember that 
the VPN only secures the tunnel and not the 
client or server. To ensure network security, it’s 
critical that the VPN is seamlessly integrated 
into a suitable firewall.

The sixth and final step to cyber security is 
continuous monitoring of the entire security 

plan and security systems to keep up with 
current technology and changing regulations. 
As shown in the sidebar, SCADA Systems and 
Cyber Attacks, SCADA systems previously not 
targeted for attack are now fair game, and 
other changes and threats are sure to arise.

Changes to existing software in particular are 
unavoidable as frequent updates are issued by 
operating system suppliers and other vendors. 

Ethernet switches, firewalls and gateway controllers are the cyber security gatekeepers to substations.

In many cases, these updates are specifically 
designed to protect against cyber threats. 
In other cases, updating to newer versions 
of operating system and other software can 
introduce vulnerabilities where none  
existed before.
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Conclusion

For most utilities, non-compliance with at 
least some of the regulations and consequent 
vulnerabilities to the most aggressive cyber 
attacks are an issue now and will be going 
forward for some time. While the steps toward 
compliance and protection may be clear, they 
will take time to implement, even with the 
best intentions. The key is to start now, as 
regulators and auditors will demand a logical 
approach and a plan towards compliance, as 
well as practical and demonstrable steps. 

Patching or upgrading existing systems can 
have pitfalls, but for many this will be the best 
short term approach. In the long term, new 
automation and information systems designed 
from the ground up with cyber security as 
a key operating parameter will provide the 
highest levels of compliance and protection. 
But even the best designed systems will require 
on-going vigilance and maintenance to meet 
present and future cyber threats.

References:

1.	 NERC Critical Infrastructure Protection (CIP) standards CIP-001 TO CIP-009 (http://www.nerc.
com/page.php?cid=2|20).

2.	 NERC Violations and Fines http://www.nerc.com/files/CIP-004-3.pdf

3.	 Guidelines for Smart Grid Cyber Security: Vol. 1, Smart Grid Cyber Security Strategy, 
Architecture, and High-Level Requirements, http://csrc.nist.gov/publications/nistir/ir7628/
nistir-7628_vol1.pdf

4.	 Approved IEEE Smart Grid Standards, http://smartgrid.ieee.org/standards/approved-ieee-
smartgrid-standards

5.	 IntelliGrid - Program 161, http://portfolio.epri.com/ProgramTab.aspx?sId=PDU&rId=175&pId=5
930&pjId=5944 

6.	 Substations - Program 37, http://mydocs.epri.com/docs/Portfolio/PDF/2011_P037.pdf 

7.	 Smart Grid Networking and Communications, http://www.pikeresearch.com/research/smart-
grid-networking-and-communications

http://www.nerc.com/page.php?cid=2|20
http://www.nerc.com/page.php?cid=2|20
http://www.nerc.com/files/CIP-004-3.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf
http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628_vol1.pdf
http://smartgrid.ieee.org/standards/approved-ieee-smartgrid-standards
http://smartgrid.ieee.org/standards/approved-ieee-smartgrid-standards
http://portfolio.epri.com/ProgramTab.aspx?sId=PDU&rId=175&pId=5930&pjId=5944
http://portfolio.epri.com/ProgramTab.aspx?sId=PDU&rId=175&pId=5930&pjId=5944
http://mydocs.epri.com/docs/Portfolio/PDF/2011_P037.pdf 
http://ewh.ieee.org/cmte/substations/Substations%20Committee%20Brochure%202010-05-19.doc 

http://www.pikeresearch.com/research/smart-grid-networking-and-communications
http://www.pikeresearch.com/research/smart-grid-networking-and-communications


Technical Support: 1.717.217.2270	 www.belden.com/hirschmann
©Copyright 2010, Belden, Inc. 	 WPPTD-Security 012011


